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This zine explains some of the most useful Unix
command line fools in 1 page each.

T 4ried +o read the
man page 1o learn
XGrgS but 804’ confused

——

that's noemal T Hece's oo comic
explainin the basics to 69.‘\’
you s-\'ar%ed!

~

Sulia

Even if Sou'\le. vsed +he command be'Fon, T mig\r\“' hove
o new trick or two for youd .
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For almost all these tools, there are at least
2 versions:

(D The BSD version (on BsDs £ Mac og\
(D The GNU version (on Linux)

All O'F ‘H'\e examples in this zine were tested on Linux.
Some H\mgs (like sed -i) are different on Mac.

Re careful when \,JrH‘inS cross-plai'vcorm scripts!

\/OU can install the GNU versions on Mac. l.Ji‘H‘\
“brew install coreutils’.



grep
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rep lets you search
files for text

¢ grep bananas foo

Here are some of my
fovourite grep command
line arguments '

aka
egrep

use i Y00 want
regexps like *.+" +o
wock. otherwise you
need o use “.\+"

CecursiveY Seacch
all the files in
a d.‘red-or%.

invert match: find

all lines thot don't
match

—O-“lb prir\‘l' the
matching part of
the line (no+ the
whole line))

—L| case insensitive

Show context for youc
search.

$ grep -A 3 Foo

will show 3 lines of
Context ofter o match

CA

tr i,

1y,

.1 - only show the
—QE filenames of the files

thot matched

seacch binacies:
treod binary dotq
like i+'s text+ instead

of ignocing ite

2

farep

don't +reat +he matdh
string as oo regex

es § grep -F ...

%rep a\‘fema‘}ive,s

(better for searching code n




ind
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{ind seacches a
direc_‘\ortj for files

find L/‘l'ﬁ L‘}‘gpe Cl, l;prir\‘\"

yood . F
recioryy  which files action todo

-name /-(,iname
case insensitive

ﬂ\e -Filename ' eq

\
-name * +xt'

-type CTYPE)
£ reqular file I: symlink
d- dire_d'orvj

*+ more ¥

to sencein i she -path /-ipath - maxdepth NUM
ies
here are my favourite search the full path ! only descend NUM levels
find arguments? j -pcd'\\ “/home / ¥/ %. g0 ! when seacching o directory

-sizeO
find emP‘)'S fileg?
Useful to find files You
cceated b:\ accident

-print0
print null -separated filenames
Use with xargs -0

-exec COMMAND

ac+ior\-. ron COMMAND on
every file found

-delete

action: delete all files found

lOCO.+e.
The locate command
searches o database of
EVEIS file on your system.

good: faster +han find
bad: can ge+ out of date

$suda updatedb
updates +he dotabase




XO. QS

'?

xargs fakes whitespace
separated strings from

stdin and converts them
into command-line arquments

$ echo */home. [fmp”
| xargs (s
\Ah“ ron

ls /home /+mp

Hhis is vseful when You
want 1o ron the same

command on o list of
files 1

— delete (xargs rm)

— combine (xargs cat)
-+ seacch  (xargs grep)
- replace (xaras sed)

how o replace “foo"
Wwith “bac” in all . +xt
files:

find . -nome ‘*.ht’ \
xorgs sed -i slfso /bac /g

how 10 lint everyy
Python file in your Git repo:

31’[ \s-Files | grep -py |
xorqs pepd

if there are spoces in
your filenames “my day .t

xargs will think it's 2 files
"m%" ond daua.'hd"

fix i+ like this:
‘Fc’f\d . —'P(‘l'h‘)'o ]

Xowrys -0 CoMMAND

more usefol x0o.rg S op'h'ons

mokes xargs run

O SQPA,(Q.‘{'Q p(OCCSS
max-aras for eoch input.
co.pi‘\'a.\p 3
is the max nomber
of pacallel processes

mPOS xargs will start




oW K

oawk is a tiny
programming language
for manipu\a’rin%

columns of doFa

I Oﬂl'j kr\OLJ hou
to do 2 'H’\n‘nss

With awk bot its
still useful(

b osic  owke P(‘o%ram
strocture

BeoiN AL -
CONDITION {ac+ion‘3
conoition/ {action}

END {...} 1

do ac‘h‘on on
lines matching
conDITION

extract o colomn

of text with awk

awk -F, !(print $5}"
1 1
column 5‘"3\8 rint +he
separad'o/ quotes] " oth colomn

this s 49y, of wha
T do with auk

SO MANY unix comrmands
pr.‘n-]— columns of

text (ps! Is 1Y
so being able to get

the column yeu want

with awk (s GREAT

awk pro%\mm example:
sum the numbers in

the 39 column
action

(s +=$3)}: |

JEND {print s}"

at the end, pei nt

the sum !

oawk program example:
prin\' every line over
80 characters

- e - e e e = . e e = - —— - -

Elength(&S@) > 80

L cond ition
(thee’s on implicit
{Pr'.“ﬂ as the c\c"'\'on\




sed

sed is most offen
used For replacing
text in o file

$ sed s/mf/dog/g £ile

can be o
resular expression

chanc\:je o File in place
with

in GNU sed it's -¢
in BSO sed, -i SUFFIX

_J

confuses me
Cvery +ime.

some more sed
incantotions - . -

sed -n 12 )
print 2™ line
@ suppresses output so

On‘s whot yeo print with ‘p’
gets printed

sed 54
delere 5™ line

sed /cat/d
delete lines matching /eat/

sed -n 5,30 o)

sed s+cot/+dog/+

canbe any character
use + as o regex delimeter

¥

way easier +han

esCQP;nS /s like
s/cat\/[dog\// ¥

sed -n s/cat/dog/p

sed 6

double space o file
(q00d for long error lines)

sed '/cat/o dog'

append ‘dog’ after lines
containing ‘cat’

sed ‘i I+ pandq/

on line |F

only print cho.nsed lines

p(ir\i' lines 5-230

insec} “panda”




bash tricks
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¥ ctel + r %

search your history !

L use this ¥ constantly ¥
to reron commands

*magfca\ bracesk
§ convert file.{ypg, pnq
expands to

$ convert file.jpg File.

(1.5} expands to 12245

expands to the last
command run

§ sudo 17

commands that stact
with o space don't g0
in your history. good ¥

”"
'e for loo ps:
easy £ usefulf

(for i in {1.-ta0y .. there's o & password
‘OOPS $C Y more Keyboard shorteuts
i t + beginni £l
for i in X. PnY ?;:’:j\:'\:z output of a ctrl a eginning of line
do ctrlve  end of line
convert $¢ ‘.’»é-jpg § touch file- 4 (date -T) hels |
done

create o file named

file-2018- 05 -25

clear the screen

+ lots more emacs

shortcuts too ¥




more bash tricks
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cd -
ckanges to the
direc-l—orcd you Were
laS"' N

Puslnd £ popd let you keep
o stack

ctelez

suspends (SI6TSTP)
the running program

stacts suspended program

ctrlv 2

£ bockgrounds it (48 after)

brings backgrounded /suspended
program Yo the foreground

¢ shellcheck <
shell script linter T helps

Spoir common mistakes.

<C )

process s obstitution

treat process output like
o file (no more temp f‘iles.')

esz
€ dift <Us) <lls -a)

fe

W\ [
fix command”

oper\ -l'he |0LS'|' COmma.no'
you ran in an editor

then run the edited
version

type
tells you if something is
a builtin, program, or alias

‘trj running type on

{time) [ping

(they're all different +7pesx




disk usage
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du

‘of.

tells you how nmuch free s pace each

itv . - ble si
tells you how moch disk partitton has for human- readoble sizes
space files /directories take up Filesystem Size Used Avail Use% Mounted on
{g} sommaryu: total /dev/sda3l 18G G 2.5G 86% /
i | fileg
size of all files in udev 483M 4.0K 483M 1% /dev
a d«red'orb
{.E homan readable tmpfs 99M 1.4M 97M 2% /run
Sizes /dev /sda4 1676 157G 9.9G 95% /home
dF - Nncdu jostot

instead of % disk free,
report how many inodes
are used/ free on each

PQ("‘H’l

'on
running out of
inodes is VERY
ANNOYING - you cant
Create new files?

see what’s using disk space
navisor}e with Grrow keys

17.S GiB [##awr#] /music

1.2 GiR C##n B /pic+ures
5.7 Mie C 1/ 4ext
2.0 MiBC '_l-file.ch:

et stotistics about
disk reods /writeg

‘(‘m‘i'erva\ 1o reportat

# lostat S

Device: kB_read/s kB wrtn/s
sda 2190.21 652.87
sdb 6.00 0.00




tar
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The far file formot
combines many £iles
into one file.

%KI dir/c.+xt

tar Files aren't

¢ ompressed by themselves.

Usually you gzip them:
tar.gz oc fg2"

U.Suoulltj when you use

the “\'a('Commotnd/ you’l\
ron some incantetion

To unpack a tar.gz, use:

Star -x2f file.torgz:

FED (e ?

—X is for extract

into the current directory
bs defau|t (Chanse wi'\'\r\-C)

-C. is for g_reod‘Q

mokes a new tac filef

-t is for list
lists +he  contents of

o tar acchive

£ is for file

kack tar file 40 create
or un pack

tac can compress /
decompress

— 2 qzip format (.g42)

bzip2 format (.b22)

- xz format (x2)

K more ! see the man page &

pu‘Hir\g it togethe-
list confents of a . far.bz2:

$tar -t \‘/"F file.tar.b22

verbose
creocl‘e a .far-%z
$ tac -c=2f file.targz dir/

Files -\-o)‘go
in the acchive
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PS
ps shows which processes

are running
T usvally run ps like this:

$ps ags
[- N8 23
U means include t;se%eﬁ
ow a
username column process

(ps -ef works 400

\W
is for wide. pPs auxwuWw

will show all the commanJ
line arqs for each process

e

is for environment. ps auxe
will show +he environment vars?

wchan

you can choose which columns
to show with ps (ps -eo )

One cool column is ‘wchan' which

tells you the name of the
Kemel fonction 1§ the process
1s sleepingy
+rt3 it:

ps -eo user, P.‘d, wehan , emd

*k process state %

Here's what the letters in
ps's STATE colomn mean:

Rf ronnin

S/D: asleep

Z: zombie

L: multithreaded

+: in the -Foregrouné

£

is for “Forest” . ps auxf
will show you an ASCIl art
process tree !

p$+ree can d.‘splag
a process tree too

ps has 3 different sets
of command line arguments &2

l. UNIX (1 dash)
2. BSD (no dash)

2. GNU (2 dashes)
you can write monstrositres like:

$ps £ -
# '\‘f‘uﬂ forma+

forest (RsD) (UNIX




Top
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+op

a live-updx}(nﬂ Summary of
the top users of your
Sashm's resourceS

obv

let's explajin some numbers in ‘h;p!

load average

3 numbers that roughly
reflect demand for your
CPUs on the system in the
last 1, S, and IS minutes

iF it h.’sker than the #
of (PUs yoo have, that's
often bad

memar\c)

Y numbers:

Yotal /free/used / cached

One pechaps unexpected thing:
total is not free +used?

total: free + used + cached

filesystem cache

Y% CPU

%m 350% 7 uhat ?

+his column is given as 76 of
a single core. I£ you have
Y cores, +his can go up

to Yoo 7 1

RES

this column is +he “ resident
set size” ako. how much
RAM your process is
USMS'

SHR is how much of the
RES is shared with other

processes

htop

a PreHu'ef £ more intecactive
version of top ¥

1 i

10 1

L Lttt ivanr 20% 1]
3w 4 5% 3

"l E/I’# Uf s'/. j
mem Mt 1tintincieiieen Y7 [:1

swp Wy 2/56)




sort £ uniq
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sort sorts
its input

sort -N
nuomeric sort

‘sort ocder ‘' 'sort -n' order

sort -h: human sort

\ ‘sort -h' order

N '
sort -n' order

g 1S6 |, 4Sk
$ sort names . x¥ 1 IV Lo30M ! oaom Y
\ 1sooo0 i Y8 o W 4SK L 1se U,
' [}
the default soct is W 18 ! 26 N 006 1 20006
alphabe+ica\. q(ZZO .: | 020 useful example:
y 15000 du -sh * | sorT -h
Uniq removes dup\ica+es Sor-\- + un(q -y unt -C
a notice thece | | Pipe some-H\.'nS to counts each line it saw.
b A are skill 2 sor‘rl uniq’ and you'll Recipe : aet the top 10 most
b =5 b>‘a's! Um? 3e+ o deduplicated list common lines in a file:
a &N Onltﬁ Um'c‘ui ies of lines .' does the $ sort foo.tx ¥ T ose
. C adiacent scgme thing . | uniq -¢ this
motching lines a = & | sort -n o lof
c 37 | SO(I o b | tail -n 10

b
o

or sort | uniq
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MisC commands ¢

¢ lwrop Waotch Pv
. 'pipe viewer", gives yoo stadls
adds histor ctrl ferun o command every _ '
sopport o %RfPLs that 2 seconds on data. going through o pipe
don'+ &\readb have them -
file

(rl stands For readline)
'Fisu(es out whot kind

$ r\wrap python of file (png? pdf?) o file is a +imj calendar

ts Nncdu Jif ¥

0dd a timestamp in front figure oot whatk using diff 2 files. Run with

of every input line all your disk space '-U 8" for context.
comm column xsel/ xclip
find lines 2 sorted Files ‘Forrvwc‘" I'V\Pu‘l' COpblpasi‘e from system

clip board.

h i .
ave in common |r\+o Columr\S (Pbcopg; /Pbpas+e on Mac)




head £ tail
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head

shows you the firs+
[0 lines of o file

f you pipe a. program's output
10 head , the program will
stop afier printing 10 lines
(it gets sent SIGPIPE)

tail

tail shows +he last 10 lines T

Pr.‘r\+ any new lines added +a
+he end of FILE. Supe( usefo|
for log files '

-N NUM

-n NUM (either head or ‘l‘ai'\
will change the # lines shown

head -n -NUM | show all
Yail -n +NUM | buot the
last /‘Fl'(S“'

NUM lines

-C NUM

Show the first /las+t NUM
bytes of the file

head -c |k

will show +he First

tail -- rei’rcj

keep trying to apen
file i i¥s inaccesible

02Y4 by“‘eS

tail --pid PID

stop whea process PID
stops running (with -£)

tail --follow=name

Usua\lj tail -f will fFollow
& file descriptor.

+ail -- follow = name FILENAME
will keep f‘ollowins the same
-Fileno.me, eq if the file

descriptor is rotated.
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less is o poger
that means it lets you

view (not edit) text Files / Sea;C/H codes as colours
or piped in text r\ /N nex pre\/ ma‘}'CH +rs s --color | less -r
)/ down lup a line with - withaut —r
Man uses your pages m/’ mack /retorn to line bt a.Fxt :/Sh
lusuallb less) to display g/ G beginning/ead of file i. +>;+ . EsCromesc
man pages (T NN 3 ‘9 COL; 3 ma.txt g2
a3 nvim red,bold  ESCEOm

many Vim shorfcuts
work in less

less -r
displays bash escape

qjﬂ’\'b

\/“ lowercase
edit file in your $EDITOR

acrow keys, Home /End,
PaUp, PS Dn work in less

l:

press F to keep reading
from the file as it's
vpdated (like tail -F)

press Ctrl+tC +o s+op
reading updates

+ rung o command when

less starts
less +F
less +6
less +207 -

less +/foo

follow updates
start ot

end of file
start 207%
into file

seacch for ‘foo’
right away
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kill doesn't just kill which signal kill seads kil =R
progyrams name  num lis¥s all signals
kill =9 S\GTERM 15 1 HUP 2 INT 23 QUIT Y ILL
you can send kill -9 S TRAP b ABRT 7 BUS 8 FPE
ANY signal Yo kl.“ KlLL’i =7 SlekiLL q q KILL 10 USRL 1l SEGV 12 USRY

o Pro ram

13 PIPE 14 ALRM 1S TERM b STKELT
with kill ¥

kill —HUP => SIGHUP 41 | [mcwo 1@ conT 19 sree 20 TsTP
kill -STOP => SlL6SToP 1g | [2TTIN 2271V 23 LR 24 Xceu

25 XF82 26 VTARM 27 pRrpop 28 WINH
Kill - SL6NAL PiD

29 PoLL 30 PWR 3L SYS
nome or number

kKillall -SIbNAL NAME pgrep Pk;\\
same as pgrep , but sijnals
ruaning programs

et PIDs found. ex:
Parep Fire matches TR pkill -f firefox

NOT bash firefox.sh

signals all processes called NAME P"i"’rS PIDs of matching
for example

$ killall Ficefox
useful flogs:

wait for all signaled

) To seacch the whole cemmand T use okill more Than
processes to die line (eq bash Firefox-sh) killoll +hese Says
=0) ask before signalling | |Use




X2 cat £ friends
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cot concotencles §iles

$ cot muSile.txt+
3
Prin+s contents of m%-?ile.\'x‘\'

you can use cat as an
EXTREMELY BASIC +ext
editor:

® Run ¢ cat 7 file .t
@ type the conteats (dont make
mistakes &)

cot -n

Prir\"'s out the file with
line numbecrs?

1 Once vpon o miJnigh—}..
2 Over many o quaint .

cats a gzipped file !

Ac“‘ua"tj :,US'{—C\ 1-line
shell sceipt that runs
\Szip -cd’, but easier

10 remember.

$ cot * 4t
prin‘}s all .4xt files pu‘t ©) press ctrle d to finish 3 While T nodded ;r\eafl:j
together ¥
an—\’ tee how 1o redirect o
a file owned bj coot

‘tee file ¥xt' will write

its stdin to both

stdout and File +xt
stdout

d
_SL'_n> tee a.+x‘\'\
a.$xt

§ sudo echo “hi"¥ x.fsxt

/7
Hhig will open x.txt as your
user, no+ as root,so it fails?

$ echo™ni” | sudo tee -o xAxt
will open xdAxt as root &




|sof
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|sof

stands for list open files
somebody has

that file open EI
5

WHO 1S 1T 2Y |
lsof
I can tellyou !

whot lsof tells yoo

for eadh open file:

- pid

-+ file 'l'spe [resulqr? dicectory?
FIFo? socket?)

= file descriptor (FD column)
¥ vser
+ filename / socket address

-p PID

list the files PID has
open

|sc$ [some /dir

list jus—\' the open files
in Isome /dir

|
list open network sockels
(sockets are filesT)

examples :

o _D e+ n&-P mean
{-n-P “don't resolve
host names /g,o,.}s"

(also - Pni

-L - 8080
-t TCP

-t -S TCP:LISTEN

find deleted files

T lsof | 9rep deleted
will sha yoo deleted files?

You can recover Open deleted
files From
[proc(<pio>/£d/ <4~

*
process that opened the file

netstat

another way to list open

sockets on Linux is-

netstat -tunapl
T

tuna, pleasef

On Mac netstad has
diffecent aras.




more useful tools

-malke - screen -3i5fF -J

_JC[ “)’mux —\/,'Pe

-Y\Ohup -da+e _ fmage MQS(CK
- disown -entr _Fish
_CU‘l'/pQS'\'E_ -secl "mnger

- Sponge -join -chronic

- xxd arallel

"hexdump -GNU Parc»llel

-objdump ~pig2/ pixz

_err(ngS - sort --paralle]



love this?
-Find more. awesome zines at
—» jvns.ca [zines &
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